healtheconnections

1 Authorized User Training Guide

2 HealtheConnections: myConnections

With myConnections, HealtheConnections Authorized Users can:

e Access our services including:

o Patient Lookup
Direct Mail
Provider Directory for Direct Mail
myAlerts
myReferrals
myResults
o myData

e Audit Reports
e Access training materials and forms
e Get updates on what’s new with HealtheConnections
e Check for updates or outages
e Access our Participant Map
e Request assistance from our Support Team

O O O O O

In this manual, we will focus on Patient Lookup services. User Guides are also available for the other
listed services.
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3 Accessing myConnections

You can access myConnections from our website: https://www.healtheconnections.org.

healtheconnections

o “ About Ls Resources What We Da Comtact Lis

5

better data.
better insights.

better
outcomes.; ¢

LEARN MORE

Alternatively, in your Internet browser at https://hie.healtheconnections.org.
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4 Logging into myConnections

! -
healtheconnections
myConnections -

HealtheConnachons if 3 tacune system used for exchanging health information. All 3ccess bo
HealtheConnections it recorded and subpect to audit. Unauthornized socess is profibeted. Shanng of
usernames and passwords is also prohibsted. HeattheConnections it not responsble fior the
completeness or acouracy of information. Users are responsible for independent examination,
dizgriosis snd treatment of 3 patient

The information accessed through HealtheConnechons it confidentasl and may contaen sensithe
patient information. By logging in and socesung patient reconds in the health information exchange,
¥ou may be wiewing patient records that contain MV A0S protected under Article 27-F of MY Public
Health Law or patsent records froem faoilites Ioensed or operated by the NYS Office of Mental Health
for the NYS Office for People With Dewsloprmental Desabilitess wheoh magy nof be re-disclosed except
o parrtbed By the NYS Mantal Hygesns Law

Username

Enter username here

Password

RAL L R L

[ Remember me

Meed help signing_in?

Plaass use your HIE Username and Password to log mte myConnections
If you meed help o regquire a lasg in for this application, contact the
HealtheConnections help desk at (3151 671-224] option 5 or email

supRetabealtheconnectons . org

Copyright @ 2020 HealtheConnections

Type your HealtheConnections Username and Password into the appropriate fields and click Log In.
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myConnections « & b

Heslthelonnechons i & Becund SyStem uied for exchangeg health nfarmation. ANl Scceis 1o
HealtheConnections is recorded and subpsct to audit. Unauthonzed aooess is prohiteted. Shanng of
usernames and passwords is also prohibsted. HealtheConnections is not responsible for the
coamipletenass of acouwracy of information. Users are responsible for independent examination,
diagrcsis and treatment of a patent

The infrmatssn acceised thndugh HealtheConnechons 1 confidental and may contaen senstne
patient information. By logging in and accessing patent reconds in the health information exchange,
¥OU may be viewing patient records that contain MIV/AIDS protected under Article 27-F of NY Public
Health Law or patient reconds from facilities licensad or operated by the NYS Ofice of Mental Health
for the NTS Office for People With Developrmental Dosabilibees whech may nof be re-disclosed except
a6 parrmitted by the NTS Mental Hygesne Law

Username

Enter username here

Password

O Remember me

| Need help signing in? |

Plaass usd your HIE Uiarnamss and Password to log mte mylannections
H you meed help or requare alog in for this applicatson, contact the
HealtheConnections help desk at (315 671-224] option 5 or email

fupprtahealtheconneclons org

Copyright @ 2020 HealtheConnections

If you forgot your password, click “Need help signing in?” You will receive an email from
noreply@okta.com, which may go to your Junk folder. If it is not in your Junk folder, contact our Support
team at support@healtheconnections.org.

If you do not currently have a myConnections account contact HealtheConnections support at
support@healtheconnections.org or 315.671.2241 x 5 for your credential.
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5 myConnections

Navigation
Bar
Username and Log Out o
heakth connections- Home Training & Documents Reports Marketing & Media Contact Us 85° 3
. A PARTLY SUNNY
myConnections ) MOON PHASE SUNRISE: 5:308m “ sl
e | /o

Interactive Participant
map and Data

" Contribution table.
we want to /v
hear lro‘n‘\ you! UB[][] — e

i
260,300

0} Dashboard participant map data contributors
unique patients accessed per month

welcome back
Christina Carroll!

MY ACCOUNT &

© 416 MAGNGRECORDS UNAVRLARLE FROM SELECT KOSPTALS

NAVKLABLE

e 270,000
rect Mail eceived per month
/ Notices

Badges
Improving Workflow with HealtheConnections
Theresa Lawrence is a user at Gastroenterology and
Hepatology of Central New York, and has been with
HealtheConnections for more than 3 years. Hear how she
MEET OUR NEW uses the exchange to provide better care for her patients!

HIE PARTICIPANTS

New Beginnings Plastic and
Reconstructive Surgery

Notices are front and center within myConnections under the links to our Participant Map and
Data Contributors. There’s a color-coded system so you can easily see important updates and general
information. Click on the notice to read it.

@ Red - Critical notice ) Elue - General information
) Orange - Important news D Green - Good news!

Your account information is right underneath your name in the top left-hand corner. This includes your
organizations, RHIO Administrator contacts, and login dates.

News displays the most recent news from the HealtheConnections website
(www.healtheconnections.org).
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6 Service Badges

To rearrange the order of your service badges, scroll to the bottom of the list of services and click the

Reorder Applications button.

welcome back
Christina Carroll!
MY ACCOUNT @

1. Click on the Reorder
Applications button

1 Community Referrals v2

5| Patient Lookup (DEMO)

(DEMO) 2. Drag and drop each badge
to order to your preferences.

myData (Demo)

+ Reorder Applications

welcome back
Christina Carroll!
MY ACCOUNT ®

| Community Referrals v2
= (DEMO)

4= myData (Demo)

1% Patient Lookup (DEMO)

+ Done Reordering

3. Click on Done Reordering
button to save your preferences

443 North Franklin St., Suite 001
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7 Navigation Bar

health ConnectionS' Home Training & Documents Reports Macketing & Media Contact Us 85°

PARTLY SUNNY
myConnections OO P AL SUNRISE § 30w

HealtheConnections logo:
To navigate back to the home page, click on the HealtheConnections logo.

Training:
Click the link to access training documents, including reference sheets, training guides, and any user forms.

Reports:

A “report” is anything that might be generating a specific report for you, for example, our COVID-19 Lab
Results Report or Audit Reports. Reports that are available to you will be displayed here in a convenient
dropdown list.

Marketing:
Here you will find information on each of our services and much more. This includes video and sheets that
are patient-facing to be used within your office!

Contact us:
Click on "Contact Us" to get in touch with our Support team with your technical questions or feedback.
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8 Searching for Patients — Patient Lookup

The Patient Lookup Badge will navigate you to the patient query screen.

l
healtheconnections- Home Training & Documents Reports Marketing & Media Contact Us 85°
< » PARTLY SUNNY
myConnections L MOON PHASE UNRISE: 5300
Wixing Crescent SUNSET: 8:30pm
welcome back 5
Christina Carroll! Patient Lookup Badge A2 2 8 M
MYACCOUNT © e
heartrom youl L olo0 clinical alerts exchanged per month
i) Dashboard participant map data contributors z 6 0 3 0 0
14
e P unique patients accessed per month
. AL MAGNG RECORDS UNAVALASLE FROM SR ECT MOSMTALS
myData © 216 1MAGNG RICORDS UNAVALASLE FROM SILECT MOSATALS
direct Mail image studies received per month
™ ty T
= tory
Improving Workflow with HealtheConnections
Theresa Lawrence is a user at Gastroenterology and
Hepatology of Central New York, and has been with
HealtheConnections for more than 3 years. Hear how she
MEET OUR NEW uses the exchange to provide better care for her patients!

HIE PARTICIPANTS
DR BAVID SEXAY. MO
New Beginnings Plastic and ey ke it
Reconstructive Surgery T

If you work at more than one organization, you will see multiple Patient Lookup badges. Click the badge for

the organization for which you are accessing the patient.

443 North Franklin St., Suite 001
Syracuse, NY 13204

healtheconnections.org



healtheconnections

Advanced Filter: Patients

Clear Search Criteria

Search Requirements:

« Last Name and Date of Birth
of

« Patient ID

Reason For Search

Search Reason’ Treatment -

Demographic Search

Last Name® Gender v
First Name Date of Birth" =
Street 1 Street 2
City State
Country ZIP Code

Identifier Search

Patient ID* e Insurance Plan 1D

Phone Number

Results 100 ~ Cancel

There must be a “Reason” selected in order to execute a search. The reason automatically defaults to
“Treatment;” however, you can choose other options by clicking the down arrow:

e Emergency Treatment

e Treatment

e Manage Consent

e Quality Improvement Activity

You may search for the patient by using either: Demographic Search using “Last Name” and “Date of Birth”
or Identifier Search using the “Patient ID” which is the patient’s Hospital Medical Record Number (MRN).

The required fields are marked with asterisks. You can further refine your search by filling out the other
data elements; however, they are not required.

443 North Franklin St., Suite 001
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Patients

Advanced Search
Patient Actions Patients
& Refresh List 1 item found Date of Birth: 10/20/1953 Last Name PATIENTONE
Name Date of Brth ender Address =y
Patientone, Test 1072001953 Male 123 MAIN ST ANYWHERE NY 13367 (315)555-1212 7!

Click on the desired patient.

If multiple patients with the same information are returned (e.g., they have the same last name and date of
birth), the system will then display additional criteria (e.g., first name, address, gender, etc.) in order for

you to choose your patient.

Click on the desired patient and the Patient Summary will be displayed, depending on the patient’s consent
for your facility.

To clear this search, click the Clear Search Button.

443 North Franklin St., Suite 001
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9 Consent- Emergency

Default or Emergency
Only Access Screen

Patientone, Test male 1012011953 (65 yrs) rec 02012
123 MAIN ST ANYWHERE, NY 13367

You Do Not Have Consent[To View This Patient's Data

|

This patient has consent data you currently do not have access to view

You can access clinical and demographic information
Access will be audited
Break the Glass

You can manage consent
Consent Information

Consent Type Applied To Authoring Facility

Emergency Organization: Test Practice 2 Group: Test Practice 2
If the patient does not authorize a change in their consent, you are unable to view the record any further.
To search for a new patient, click the Back to List request on the Patient Actions tab.

Break the Glass is only available for select users. See your RHIO Administrator if you wish to have Break the
Glass privileges in case of medical emergency.

443 North Franklin St., Suite 001
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10 Consent - Deny

Consent Value of “No”

Petiont Activee TEST, PATIENT unknown 010111951 (62 yrs) /
& Backy N 109 S Warren Street. SYRACUSE NY 122200

This Patient Ha4 Declined Access Il’o Their Data

Patient's have the abity 10 03t or opt-out of HIE dats shanng polcus In 50me Cates. 3 patent may deciare ther dats 1o Be axaladie ooy
Geclared thew wlormation ponite You wil e reQured 10 “Treak the gass™ 1o vew T patent's data ACCess 10 ths patwnl s data will e 20

You can manage consent

Consent information
Consent Type Active Applied To Authoring Facility Location EMective O
v Organizaton HearreConmactions RMO 04.25-201)
Mearrelornections
+* A oy

If patient consent is “No,” you will not be able to access their records until the patient signs a new
affirmative consent document.

If your organization is sharing medical records electronically with HealtheConnections, adding consent
may be automated through your EMR. Please check with your RHIO Administrator if you are unsure. If
you are directed to add consent manually, please follow the next steps.

443 North Franklin St., Suite 001
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11 Adding Consent Value

To add consent manually, click the Add Consent button.

Patientone, Test male 1072011953 (65 yrs) e 020122
123 MAIN ST. ANYWHERE, NY 13367

You Do Not Have Consent To View Thi:

Consent In Effect: User Provider Group
This patient has consent data you currently do not have access 1o view.

You can access clinical and demographic information
Access will be audited
Break the Glass

You can manage consent
Consent Information

Consent Type Applied T)
Emergency Organizat
Yes Organizat
Emergency Organizat
Yes

Emergency

Yes Organizat
Emergency Organizat
Yes Organizat
Emergency Organizat
Yes Organizat

+Add Consent

Add Consent

Consent Type* ‘
Effective On*  02/01/2019

P

=

Select Yes, No or Emergency. Change the date if necessary. The date will default to today’s date. Select the
calendar or type in the date if it needs to be changed.

Click Submit.

Then, you will click “Back to List” to return to the Patient List. Click the same patient again and the patient’s

summary page will be displayed.

Patient » Patientone, Test

Patient Actions I

& Backto List

Summary

13

Patientone, Test male 10201195
123 MAIN ST, ANYWHERE, NY 13367

External Document

443 North Franklin St., Suite 001
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12 Patient Lookup

Once you have selected the patient and consent has been indicated as affirmative, the Patient Summary
page will be displayed.

" Rmm:
Patiect » P "

| Paent Actions | Patientone, Test male 1072011953 (65 yrs) s sa12201,
& Eackto Ust 123 MAIN ST ANYWHERE, NY 13367 Dats Limitod to Last 180 Days
~ Download CCD

D B s ==
~ Download CCDA CCO Summary | Mcee Patient informution | xternatl Documant Search | View A1 images

“» Download Summary POF Laboratories (0]  Imaging (0) Transcriptions (0) Ambulatory Encounters (0) Moce
@ Configuee Layout No Laboratocses 1o display No Teanscriptions 1o display No Ambulatory Encounters 1o display
a Show Next 180 Days of

Data

&) Stvow All Data
B Fiter Displayod Rems By
Date

443 North Franklin St., Suite 001
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Upon initial search, data will be limited to the last 180 days. If you would like historical data on the patient,
you can click Show Next 180 Days of Data, Filter Displayed Items by Date, or Show All Data.

[ Patient Actions ]

v

& Back to List
~s Download CCD
s Download CCDA CCD

To return to the Patient List

A Download S / PDF - -
X C::: an L:r:mtar} To configure the order of information

&£ gur: y L

= e you see on the Summary Screen

A Show Next 180 Days of

“ Data

4] Show All Data To define the amount of information

E:::Ieer Displayed Items By you will see

2 VA/DoD Documents
@ Statewide Data
& Immunization Query

You will see information by Name, Source, and Date for each type of data. Information is defaulted to show
in chronological order, with newest results first. Within each type of data, by clicking on the heading (Date,
Name, Source) you can re-sort to your preference.

To access an item, click on the descriptor and it will open the document for your review. An exclamation
mark in front of an item indicates an abnormal result.

A pencil icon mark in front of an item indicates a preliminary result.

By hovering over an item, you can see via a pop-up screen, more information on that item including the
source name, rather than the abbreviated identifier.

lions Laboratories

NMENT
Downioad Report  Share  Send o Me
mton v - Statewide Data mmunizy

Patientone, Test 10/20/1953 Male

Patientone Te§ Flag: General, Low, High | Abnormal ! & & Crisical O U Severe. © ©
’
123 MAIN ST, ANYWHERE, NY

Order Info Providers On Order Source Informatic
Order Type  Laboratory Ordering Provider Callan, Ailoen Source Sk
Collected On Apr 13, 2016 4:53:26 PM Received On  M:
Status Final results; Can only be

changed with a corrected
result

Placer Order 1549058
Id

Filler Order 2054722
d

Hepatitis Panel (4)

Status Placer Fleld 1 Placer Field 2  Filler Field 1 Filler Field i

{ @ 04122016  DRUG TOX Final results; Can only be changed with a corrected result 1549058.7

[ 0WNR01E CywkeyPAl  observations
Reported

; wng m Flag Name Value Units  Interpretation Range Status on Source
iEl Date  Nome

{ - 7“ s CAI. Hop AAb.  Negative Negative Final resulks. Can only Ape 13 Shocum
i m V132016 MR BRAN IgM be changed with a 2016 Dickson
! corrected result 45326 PM  Medical

443 North Franklin St., Suite 001
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To download or print this document, select Download Report. Follow the prompts to print or download to
a PDF document.

Laboratories

Downicad Report | Share  Send lo Me

Patentone, Test 102011953 Male

Flag: General, Low, High | Abnormal ! & 4 Critical © @ © Severe © ©

Order Info Providers On Order
Order Type  Laboratory Ordering Provider (
Collected On  Apr 13, 2016 45326 PM
Status Final results; Can only be
::umcmammd

abeuo«m 1549058
;'IN‘OMQI 2054722

Imaging reports are available as well as the image itself if View All Images or View This Image is displayed.
You can currently access X-Rays, CT scans, MRI, Sonogram images from many sources. You may receive a
notice of the image being blocked. You must disable Pop-Up Blockers to always allow these images to load.

Imaging

Download Report Share = Send to Me View All Images  View This Image

Patientone, Test 10/20/1953 Male

Flag: General, Low, High | Abnormal: ! & 4 Critical & © @ Severe © ©

Order Info Providers On Order Source |
Order Type  Diagnostic Imaging Ordering Provider  Graziano M.D_, Stephen Source
Collected On Apr 13, 2016 12:00:00 AM Receive
Status Preliminarv: A verified earlv

443 North Franklin St., Suite 001
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Refer to the Imaging guide for explanation of the navigational tools for this screen after selecting View This
Image.

Voowms  Marbup Mg+ Rotate  Dapert  Hanglng Protecel

W] L o 0

For View All Images you can see all imaging studies for this patient that are stored on the
Source server.

Up to four can be selected to perform comparative studies.

HIE nageg Wikt Traesder 2o PACS Trangfer Higtoey

Avaijlable Studies for This Patient

Status R > Study Date dy O
"76‘.

0 """ aT512 oneida Med apng M/1372 MRI BRAIN COMBINED

D 3 Phase Bone Scan

(@) ( ste Unive N OB FET AND MAT EVAL
O US BRLAT COLOR CARTOD
0 5440000 Upstate University Hospits 02/06/2015 RIGHT XR LEG-TIBLU/FIBULA
“‘"ﬁ" i ouse R gy Associstes 013 CT BRAIN W/O CONTRAST

This will open a screen with all selected studies for your review.

443 North Franklin St., Suite 001
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Documents section will provide you a summary of a particular provider’s record up to the date listed on
the document. Select the document you wish to view, View as HTML or Download Original. View will allow
you to see a readable version of this document. Download will download the document in CCD format for

consumption to your EMR.

Patient:

Birihdate:
Guandien:
R2co

Leagaage

Fable of Contents

Payens

Medcare Primary

Created Oa: 20 14, 2018

Teik Patietone

123 Main 52,
Aeyedare, WY 13087
tol:+10213)-393-1222

October 20, 193)

Back Or AlICan Amerian
g (oreferred)

Oate 10eetii atioes Wumbers
Polcy Pmmber: 4344252044

Puyi0: 10292

To exit, Click the X at the top, right-hand corner.

18

MAN: 216840 1.113683.0.227 954765020250

Sex: Mae
Next of Kiec
Cihalcity Mot Muganic OF Latine

MeScare Usstate
MO 10 Tost Patientore

Indanagads. [N 44204
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13 More Patient Information

The More Patient Information tab will give you Demographic Information regarding your patient. If you are
a Demographic Only access user, you will ONLY have access to this tab — no clinical information. Select the
topic you wish to view by clicking on the heading.

Patientone, Test male 1012011953 (65 yrs) (HeC 106012201
123 MAIN ST, ANYWHERE. NY 13367

Data Umited to Last 180 Days
Sunman More Patient Infoemation k""’““ Document Seawch  View Al Images
Demographic Contact Address
Name TEST PATIENTONE Phone (315) 5551212 123 MAIN ST
Date of Birth 10201953 Alt. Phone (607) 272-7947 ANYWHERE, NY 13267 US

Gender Male Fax
Email Patientone test@gmail com

Other Information Advance Diroctives Consent Faciities insurance info Next of Kin Patient Aliases Providers Support Persons

Birth Place Abany, New York Driver’s License 657 612 099
Marital Status Married Race White
Citizenship UNITED STATES Ethnicity Unknown
Raligion NONE Deceased
Care Management Time of Neath

To search for Veterans Administration (VA), Department of Defense (DOD), other HIE’s in NYS data
(Statewide Data), select the External Document Search tab. A search was launched upon initial access of
the Patient’s medical record. If the patient has records in any of these external sources, records you will
receive a result here. Click on the result to access.

Patientone, Test male 102011953 (65 yrs) rec 108012201)
123 MAIN ST ANYWHERE, NY 13357

Summary | Mora Patient Information | Exlemal Document Search || View Al Images

kSear_ch Crteria

Please submit an external document search to find documents for this patient. The detads of this search will be audited, so only proceed if you
have the proper authorization

Retrieved Documents
Tive Type Gateway Service Dates Athor Download

443 North Franklin St., Suite 001
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14 MyResults

If you are a named provider, or have been delegated by a named provider, you can receive your results via
the My Results tab.

You will immediately see the results where you are named as the Ordering, Consulting, Referring,
Admitting, Discharging, or other named resource within the previous 24 hours for any patient.

You do not need consent to view these records as you have a treating relationship with the named patient.

This is the same information you would see on the Patient Lookup Summary screen and can be accessed
either way.

My Reselts
ievances Seach
Report Actons | My Resuits
% Redresh List anllylﬂg all 100 2ems Roacerved Last M dours Choar Searcn
Fiag :)“’" Ve Letson Sowre Rewatcratp Regoned  Recened
Tamentone.  procedure Venpunctere GECENT 05302012 06262016
! Abnormal faceoloot.  Procedue EXG w letiep GECENT 06042012 08242016
‘; B Faseniin,  procedue 2o coe lem GECENT 12032012 08242016
(# PreSminary Toweplon®.  procedure Venpunclure GECEnT NNT20N 08242016
o fasackor.  procesue Venpunctuse GECENT 02202012 08242015
Emecgenc
‘ Fateolont.  procecuse TO (Booatr GECENT 01212013 | 08242016
8 Confidential Tacentcoe.  procedwe Venipuncere GECENT OVINN 08242016
Taankiot.  proceswe saman coe leom GECENT 1282011 08242015
Fawenlon®,  proceduee Amin 30 o maore (e3ch GECENT 12032012 06242014
Datartine

443 North Franklin St., Suite 001
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If you would like to see beyond the previous 24 hours, click on the Advanced Search button to perform a
more defined search.

HealtheConnections - HealtheConnechons
Ermma Steed | Logout

My Resufts  Patests

Asvanced Seach
| Repan Acsions My Results
S Refresh List Displaying all 100 Rems Recewved Anytime - Clear Seaech
Aeceved Last M hours  Oear Search
J Fags :x Tyos — ~nrce R ] R
l> ] ‘ Tasentone.  proceduse Vengunciure GECENT 05302012 08242016
! Mmﬂl ‘ ::-ﬁm Procecuss EXG W Intvep GECENT 06042012 08242016
e Palientone. oy ocoduse Admn coe e GECENT 12032012 08242016
A Severe - Test one 2032
Z Preliminary ( ;‘:"""" Procedure Venpunctre GECENT WIT20N 06240
Tasankor.  proceduse Venpunchure GECENT 02202012 082472016
KEmergancy
C Faentone.  procedue TOAP (Bocatree) GECENT 01212013 08242016
& Confidential | ',:""" Procedure Venpunchare GECENT OVINONE 08242096
Fasankont.  procedue Agesn coe e GECENT N28201 08242015
Tonmione.  procedue e 20 cx mees (03¢h) GECENT 120¥2012 08242016
Datertons
Advanced Filter
Qu‘ck Searches Ciear Search Criteria
Received ' Last5 Minutes Type @ All Types
) Last hour () Ambulatory Encounter
© Last24 hours > Inpatient Encounter
O Last7 days () Emergency Encounter
© 1Month ) Other Encounter
© Range o Feocedin Select the date frame and type of
© Anytime © Medication services you wish to filter the results.
) Immunization . -
" Then click Submit box.
() Labs
() Transcriptions
) Imaging
() Pathologies
() Other Orders
Demographic Criteria
Last Name First Name
Date of Birth = Patient 1D [~}

©Additional Criteria

Rowks | 100 + corce
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15 Logging Out
For security purposes, you should always Log Out of your Authorized User account, rather than simply
closing the application. Click on Sign Out and then close the application.

Form Reference

The below form is utilized in the configuration of Authorized User account.

Authorized-User-Certification-and-Application
The Authorized User Certification and Application form is utilized for new users requesting credentials for
access. This form must be co-signed, and identity verified by a RHIO Administrator or HealtheConnections

Community Engagement Specialist.

443 North Franklin St., Suite 001
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	4 Logging into myConnections 
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	Type your HealtheConnections Username and Password into the appropriate fields and click Log In.  
	 
	 
	 
	Figure
	 
	 
	If you forgot your password, click “Need help signing in?” You will receive an email from , which may go to your Junk folder. If it is not in your Junk folder, contact our Support team at . 
	noreply@okta.com
	noreply@okta.com

	support@healtheconnections.org
	support@healtheconnections.org


	 
	If you do not currently have a myConnections account contact HealtheConnections support at  or 315.671.2241 x 5 for your credential.  
	support@healtheconnections.org
	support@healtheconnections.org


	5 myConnections 
	 
	Figure
	 
	Notices are front and center within myConnections under the links to our Participant Map and 
	Data Contributors. There’s a color-coded system so you can easily see important updates and general information. Click on the notice to read it. 
	 
	 
	Figure
	 
	Your account information is right underneath your name in the top left-hand corner. This includes your organizations, RHIO Administrator contacts, and login dates. 
	 
	News displays the most recent news from the HealtheConnections website 
	().  
	www.healtheconnections.org
	www.healtheconnections.org


	6 Service Badges 
	To rearrange the order of your service badges, scroll to the bottom of the list of services and click the Reorder Applications button. 
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	7 Navigation Bar 
	 
	 
	Figure
	 
	HealtheConnections logo: 
	To navigate back to the home page, click on the HealtheConnections logo. 
	 
	Training: 
	Click the link to access training documents, including reference sheets, training guides, and any user forms. 
	 
	Reports: 
	A “report” is anything that might be generating a specific report for you, for example, our COVID-19 Lab Results Report or Audit Reports. Reports that are available to you will be displayed here in a convenient dropdown list. 
	 
	Marketing: 
	Here you will find information on each of our services and much more. This includes video and sheets that are patient-facing to be used within your office! 
	 
	Contact us: 
	Click on "Contact Us" to get in touch with our Support team with your technical questions or feedback.  
	8 Searching for Patients – Patient Lookup 
	 
	The Patient Lookup Badge will navigate you to the patient query screen. 
	 
	 
	Figure
	 
	If you work at more than one organization, you will see multiple Patient Lookup badges. Click the badge for the organization for which you are accessing the patient.  
	 
	 
	Figure
	 
	 
	There must be a “Reason” selected in order to execute a search. The reason automatically defaults to “Treatment;” however, you can choose other options by clicking the down arrow: 
	•
	•
	•
	 Emergency Treatment 

	•
	•
	 Treatment 

	•
	•
	 Manage Consent 

	•
	•
	 Quality Improvement Activity 


	 
	You may search for the patient by using either: Demographic Search using “Last Name” and “Date of Birth” or Identifier Search using the “Patient ID” which is the patient’s Hospital Medical Record Number (MRN). 
	 
	The required fields are marked with asterisks. You can further refine your search by filling out the other data elements; however, they are not required.  
	 
	 
	Figure
	 
	If multiple patients with the same information are returned (e.g., they have the same last name and date of birth), the system will then display additional criteria (e.g., first name, address, gender, etc.) in order for you to choose your patient. 
	 
	Click on the desired patient and the Patient Summary will be displayed, depending on the patient’s consent for your facility. 
	 
	To clear this search, click the Clear Search Button.  
	9 Consent- Emergency 
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	If the patient does not authorize a change in their consent, you are unable to view the record any further. To search for a new patient, click the Back to List request on the Patient Actions tab. 
	 
	Break the Glass is only available for select users. See your RHIO Administrator if you wish to have Break the Glass privileges in case of medical emergency.  
	10 Consent - Deny 
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	If patient consent is “No,” you will not be able to access their records until the patient signs a new affirmative consent document. 
	 
	If your organization is sharing medical records electronically with HealtheConnections, adding consent may be automated through your EMR. Please check with your RHIO Administrator if you are unsure. If you are directed to add consent manually, please follow the next steps.   
	11 Adding Consent Value 
	 
	To add consent manually, click the Add Consent button. 
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	Select Yes, No or Emergency. Change the date if necessary. The date will default to today’s date. Select the calendar or type in the date if it needs to be changed. 
	 
	Click Submit. 
	 
	Then, you will click “Back to List” to return to the Patient List. Click the same patient again and the patient’s summary page will be displayed.  
	 
	  
	Figure
	12 Patient Lookup 
	 
	Once you have selected the patient and consent has been indicated as affirmative, the Patient Summary page will be displayed. 
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	Upon initial search, data will be limited to the last 180 days. If you would like historical data on the patient, you can click Show Next 180 Days of Data, Filter Displayed Items by Date, or Show All Data. 
	 
	Figure
	 
	You will see information by Name, Source, and Date for each type of data. Information is defaulted to show in chronological order, with newest results first. Within each type of data, by clicking on the heading (Date, Name, Source) you can re-sort to your preference. 
	 
	To access an item, click on the descriptor and it will open the document for your review. An exclamation mark in front of an item indicates an abnormal result. 
	 
	A pencil icon mark in front of an item indicates a preliminary result. 
	 
	By hovering over an item, you can see via a pop-up screen, more information on that item including the source name, rather than the abbreviated identifier. 
	 
	 
	Figure
	To download or print this document, select Download Report. Follow the prompts to print or download to a PDF document. 
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	Imaging reports are available as well as the image itself if View All Images or View This Image is displayed. You can currently access X-Rays, CT scans, MRI, Sonogram images from many sources. You may receive a notice of the image being blocked. You must disable Pop-Up Blockers to always allow these images to load.  
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	Refer to the Imaging guide for explanation of the navigational tools for this screen after selecting View This Image. 
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	For View All Images you can see all imaging studies for this patient that are stored on the 
	Source server. 
	 
	Up to four can be selected to perform comparative studies.  
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	This will open a screen with all selected studies for your review.  
	Documents section will provide you a summary of a particular provider’s record up to the date listed on the document. Select the document you wish to view, View as HTML or Download Original. View will allow you to see a readable version of this document. Download will download the document in CCD format for consumption to your EMR. 
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	To exit, Click the X at the top, right-hand corner.   
	13 More Patient Information 
	The More Patient Information tab will give you Demographic Information regarding your patient. If you are a Demographic Only access user, you will ONLY have access to this tab – no clinical information. Select the topic you wish to view by clicking on the heading. 
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	To search for Veterans Administration (VA), Department of Defense (DOD), other HIE’s in NYS data (Statewide Data), select the External Document Search tab. A search was launched upon initial access of the Patient’s medical record. If the patient has records in any of these external sources, records you will receive a result here. Click on the result to access.  
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	14 MyResults 
	If you are a named provider, or have been delegated by a named provider, you can receive your results via the My Results tab. 
	 
	You will immediately see the results where you are named as the Ordering, Consulting, Referring, Admitting, Discharging, or other named resource within the previous 24 hours for any patient. 
	 
	You do not need consent to view these records as you have a treating relationship with the named patient. 
	 
	This is the same information you would see on the Patient Lookup Summary screen and can be accessed either way.  
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	If you would like to see beyond the previous 24 hours, click on the Advanced Search button to perform a more defined search. 
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	15 Logging Out 
	For security purposes, you should always Log Out of your Authorized User account, rather than simply closing the application. Click on Sign Out and then close the application. 
	 
	Form Reference 
	 
	The below form is utilized in the configuration of Authorized User account. 
	 
	Authorized-User-Certification-and-Application 
	The Authorized User Certification and Application form is utilized for new users requesting credentials for access. This form must be co-signed, and identity verified by a RHIO Administrator or HealtheConnections Community Engagement Specialist. 
	 





