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what is the HealtheConnections HIE?

Health information exchange (HIE) is the secure exchange of information
across organizations and regions. We provide the capability to electronically
move clinical information among different health care information systems.

* |n operation since 2010
e No-cost HIE services readily available
e Additional analytics and incentive program consulting & resources

e On-call support team

v' Improve Quality v Improve Clinician ~ v* Lower Cost of v Improve Patient
of Care Experience Care Experience
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participants and

data sources

More than 1,600 organizations across
4,200 locations are connected!

9 million patients
are able to receive
better care

26-county service
area

420,000 unique
patients accessed
per month

4 million clinical
summary
documents received
each month

More than 650
organizations
providing data




information security

Patient and provider security is our top priority.

Audits are conducted regularly to ensure patient and provider security.

e Emergency Access: Break the Glass

e ...and more

HITRUST

CSF Certified

At patient request

State-mandated periodic access reports

Achieved HITRUST security certification with MARS-E
requirements for myConnections portal, NextGen/Mirth
HIE, and supporting infrastructure.

Learn more about HITRUST here.

healtheconnections
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https://hitrustalliance.net/

healtheconnections services

Patient Lookup
Real-time patient records at
the touch of a button

myAlerts
Clinical alerts for hospital and
ED admits, discharges and

Image Exchange
Diagnostic-quality images
through our universal viewer or
your own system

Query-Based Exchange
Access information in state and
from national databases

myResults
View labs, rads, and reports on
your patients quickly and easily

transfers

Results Delivery
Receive labs, rads, and
reports directly into your EHR

Direct Mail
HIPAA-compliant secure mail
& national provider directory

myData

Dashboards that allow users
to better understand their
patient profiles

healtheconnections 6



understanding patient consent

NYS law requires that Participating Organizations obtain a patient’s consent before viewing
their PHI for non-emergency treatment

* HIE records may only be viewed for patients who provide an affirmative consent

* A patient’s consent applies only to the Participating Organization that collected the consent
form, not to all Participating Organizations

e Patients only need to provide consent one time
* A patient may change their consent option at any time by filling out a new consent form

* With the appropriate security role, any authorized user may access an affirmative-
consenting patient’s health record

* Providers cannot refuse treatment to patients based on willingness to provide consent
* For more information on how to talk to your patients about consent, visit our FAQ page

FACT: 95% of patients who are asked say YES! ! -
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importance of consent

A patient agreeing to share their medical history improves the care
they receive.

When providers have access to a patient’s medical record, they:
* Have a greater knowledge of that patient’s medial history

¢ Can make better care decisions
It’s that simple!

By confidently explaining consent choices and benefits to your
patients, you are:

* Helping them make an informed decision

* Helping them receive better care

Patients who agree to give consent will not only receive better care,
but they will save your organization time and improve efficiencies by
not having to request records from other organizations!

! -
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talking to your patients

What to say:

“We use HealtheConnections to securely access your records and communicate
with other providers that you see. Please check “yes” on this form and sign
here, allowing us to access your comprehensive health record through this
system — Things like allergies, medications, images, etc. from your other
doctors or care providers. It’s important for us to fully understand your medical
background and ensure we’re making the best decisions for your care.”

We have also created a Consent Card that you can print out and reference
when talking to your patients about consent.

The most important point is that your patients know that this consent will
help improve the quality of care they receive.

. ' -
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https://www.healtheconnections.org/wp-content/uploads/2021/10/HEC-PRI-202109-ConsentCard-PROOF-1.pdf

common questions from your patients

Why do | have to give consent?
New York State regulations require that patient consent be obtained prior to a health care provider’s access.

Why does this matter to me?

Allowing providers like us access helps when you are:
* Newto a practice

*  Looking for a second opinion

This helps you:

*  Avoid duplicate testing

e Trying to remember your detailed medical history

*  Not have to lug around CDs with radiology images to give to your doctor

What happens when | agree to consent?
You're allowing us access to your medical information through HealtheConnections. We will be able to go into
HealtheConnections’ portal and securely pull up your information to help us view your community-wide health record.

Who can access my records?
Physicians and staff members who have a treating relationship with, and whom you’ve given consent.

Can| change my consent?
Yes. Consent can be changed at any time by filling out a new consent form and returning it to your healthcare provider.
! -
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who can sign consent?

e Patients under 18 years: Parents, Legal Guardians, or State Officials can
sign the consent form on behalf of the patient

» Patients aged 18+ years: May provide consent for themselves

* Health proxy/representative: If an agent is appointed by a patient in a
health proxy document or due to incapacity to legally make healthcare
decisions on behalf of the patient, that agent may provide consent for
the patient

. ' -
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general consent form

1. Present the patient/legal representative with
the consent form for your organization

2. Discuss and educate the patient/legal
representative on the benefits of providing
consent. This will help them make an
informed decision.

* For help on how to talk to your patient about
consent, refer to the Consent Card.

3. The patient/legal representative must choose
only one box, and sign and date the form

[Participating Organization]

Authorization for Access to Patient Information
New York State Department of Health Through a Health Information Exchange Organization

Patient Name: Date of Birth

Other Names Used (e.g., Maiden Name):

| request that health information regarding my care and treatment be accessed as set forth on this form. | can
choose whethel ori notto aIIow the Organaatlon named above to obtain access to my medical records through

the health i lion called Health:C. ions. If | give consent, my medical records
from different places where | get health care can be accessed using a statewide computer network.
HealtheC: ions is a not-for-profit ization that shares i ion about people’s health electronically and

meets the privacy and security standards of HIPAA and New York State Law. To learn more visit

Health-Connections website at hitp://healtheconnections.org/

The choice | make on this form will NOT affect my ability to get medical care. The choice | make on this
form does NOT allow health insurers to have access to my information for the purpose of deciding
whether to provide me with health insurance coverage or pay my medical bills.

My Consent Choice. ONE box is checked to the left of my choice.
| can fill out this form now or in the future.
| can also change my decision at any time by completing a new form.

O 1.1GIVE CONSENT for the Organization named above to access ALL of my electronic health
information through Health-Connections to provide health care services (including emergency care).

O 2.1DENY CONSENT for the Organization named above to access my electronic health information
through Health=Connections for any purpose, even in & medical emergency.
If | want to deny consent for all Provider Organizations and Health Plans participating in Health-Connections to

access my electronic health information through Health-Connections, | may do so by visiting Health-Connections
website at http://healtheconnections.org/ or calling Health-Connections at 315.671.2241 x5.

My questions about this form have been answered and | have been provided a copy of this form.

Signature of Pabient or Patient's Legal Representative Date

Print Name of Legal Representative (if applicable) Relationship of Legal Representative to Patient (if applicable)



https://www.healtheconnections.org/wp-content/uploads/2021/04/Consent-Card_Final_20210412.pdf

emergency access consent

form

1.

If your organization has Break the Glass
rights, this is the only consent form you will
need; proceed to step 3

If your organization does not have Break the
Glass rights, please refer to the consent form
onslide 11

Present the patient/legal representative with
the consent form for your organization

Discuss and educate the patient/legal
representative on the benefits of providing
consent. This will help them make an
informed decision.

The patient/legal representative must choose
only one box, and sign and date the form

Authorization for Access to Patient Information
New York State Department of Health through a Health i 0 izati

Pasent Name Dave of By

Oiher Names Used (¢.g.. Maden Name)

| request that heaith information regarding my care and treatment be sccessed as set forth on this form. | can
choose whethrispet to sliow SAMPLE, to obtsin access to my medical records through the heslth information

exchange organizstion called Health-Connections. If | give consent, my medical records from different places
where | get hesith care can be acoessed using s statewide computer network. Health-Connections is & not-for-
profit organization that shares information about people’s health electronically and meets the privacy and security
standards of HIPAA and New York State Law. To learn more visit Health-Connections website st
hitp:/ealtheconnections org/

My information may be sccessed in the event of an emergency, unless | complete this form snd check box #3,
which states thet | deny consent even in @ medical emergency.

The choice | make in this form will NOT affect my ability to get medical care. The choice | make in this
form does NOT allow health insurers to have access to my information for the purpose of deciding
whether to provide me with health i ge or pay my medical bills.
My Consent Choice. ONE box is checked to the left of my choice.

I can fill out this form now or in the future.

| can also change my decision at any time by completing a new form.
O 1.1GIVE CONSENT for SAMPLE to access ALL of my electronic health information through
Heslth-Connections to provide hesith care services (including emergency care).

O 2.1DENY CONSENT EXCEPT IN A MEDICAL EMERGENCY for SAMPLE to sccess my electronic
hesith information through Heslth-Connections.

O 3.1DENY CONSENT for SAMPLE fo sccess my electronic heslth information through
Health for any purpose. even in & medical

If 1 want to deny consent for all Provider O izations and Hesith Pl icipsting in Health:C: to
access my electronic health information through Hesith=Connections, | may do so by visiting Health=Connections
website at http-//healtheconnections.ong/ or calling Heslth=Connections st 315.671.2241 x5.

My questions about this form have been answered snd | have been provided a copy of this form.

Signature of Pasen: or Paient s Legal Represeniasve Daie

Print Narme of Legal Repfesentaiive (i appicasie) Relaionship of Legal Representative 1o Patent (I appicatie)




emergency access: break
the glass

* Break the Glass is the emergency access
option within the HIE. This is only available to a
limited number of designated providers.

Break the Glass is designed for:
* Emergency Departments

* Authorized hospital providers
e Other select organizations

“Break the Glass” access may only be used to
access a patient record in the case of an
emergency in accordance to Public Health Law
Section 2504(4)

Patientone, Test male 1012011953 (67 yrs) ec 106012201

123 MAIN ST, ANYWHERE, NY 13367
You Do Not Have Consent To View This Patient's Data
Consent In Effect: User Provider Group
This patient has data you currently do not have consent to view.

You can access clinical and demographic information

Access will be audited
Break the Glass

You can manage consent

Consent Type Applied To Authoring Facility

Emergency I Organization: HealtheConnections. Group: HealtheConnections.




community-wide deny consent

Community-wide Deny Consent is used when the patient does not want any
participating organization of HealtheConnections to access their information.

This consent must be entered by HealtheConnections Support.

If patient requests this, you can:

* Give the patient a Community-Wide Deny form and submit it to
HealtheConnections on their behalf

* |nstruct the patient to visit an HeC office with photo identification to
complete the form

* |nstruct the patient to contact HeC directly for a form, have it notarized, and
mailed to HeC

. ' -
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unlock protected consent

For users who view consent values through the myConnections portal: In order to see patients who have selected a “no” or
“emergency” consent option, follow the steps below:

1. Patients who have selected a “no”
or “emergency” consent option will
populate an additional Unlock
Protected Consent button.

LR L LN

<+ Add Consent & Unlock Protected Gonsent

2. After clicking the button, a pop-up
window will ask if you’re certain you
want to proceed; click “Ok”.

3. If thereis a “no” or “emergency”
consent on file, but it needs to be
changed, obtain the patient’s updated
consent form and send an encrypted,
secure email to our Support Team;
support@healtheconnections.org

4. Our support team will then review
and confirm the consent form and
submit the change.

5. If there is a Community-wide Deny
Consent on file, then the patient does
not want any participating
organization of HealtheConnections to
access their information.

This is what an on-file Community-
Wide Deny will look like in the portal:

This Patient Has Declined Access To Their Data

Consent In Effect: Patient Site

‘You can manage consent

healtheconnections 16
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capturing and maintaining consent

Capturing Consent
Patient consent can be captured in two ways, depending upon your facility’s capabilities:

* Authorized Users can |OF into myConnections, look up a patient and enter the
patient’s consent directly via the portal

* Hospitals and other facilities capture patient consent in their EHRs, which is then sent
over electronically to HealtheConnections

Maintaining Consent
Patient consent forms must be kept on file for six (6) years

* Signed paper consent forms can be stored in patient charts OR electronic (scanned)
copies of the consent forms can be kept on file

e Consents are subject to periodic auditing
e A copy of the patient’s sighed consent form must be made available in the event of an audit

. ' -
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accessing healtheconnections

e Visit our website

e Click on “myConnections Login” to access our portal, then bookmark the
page

healtheconnections’

better data.
better insights.

better -
outcomes.; ymad

LEARN MORE

healtheconnections 18



Logging into
myConnections

e Enter your username and password.
e Click “Sign In”

* If you forgot your password or have been
locked out of your account, click the “Reset
password or unlock account” button. You'll
receive an email from noreply@okta.com,
which may go to your Junk folder. If it is not in
your Junk folder, contact our Support team at
support@healtheconnections.org.

' -
healtheconnectikon‘s

myConnections

Health=Connections is a securs system used for sxchanging health information. All sccess to
HealtheConnections is recorded and subject to audit. | ized access is prohibited. Sharing of
and is also itad. Health ions is not ible for the
ar of i ion. Users are fori inaf
disgnosis and treatment of = patient.

Tha information sccessed through HesltheConnections is confidentisl and may contain sensitive
patient information. By logging in and accessing patient recerds in the health information exchange,
you may be viewing patient records that contain HIV/AIDS protected under Article 27-F of NY Public
Health Law or patient records from facilities licensed or oparated by the NYS Office of Mental Health
for tha NYS Office for People With Developmental Dissbilities which may not be re-disclosed except
as permitted by the NYS Mental Hygiene Law.

Sign in to myConnections

Please enter a username

Password

Please enter a password

O Remember me

Reset password or unlock account ]

To get a login or speak to a team member, contact the HealtheConnections Support
team at [315) 671-2241 option 5 or support@healtheconnections org

Copyright @ 2020 HealtheConnections
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myConnections

* When you first log in, you

will see the home screen hea.theconn;loﬁ _
nections ¢ | ¥ e
dashboard e b e

Waning Gibbous 'SUNSET. 700 PM

. . Wel'co_me back, WE WANT TO

e |mportant information, such e G, | | HEAREROMYOU! i

as notices, training, news, and B e s L 4200
more are included on this s v ommmmror o

screen and should be regularly P

@) myPopHealth (STAGE)

refe re n Ce d % Direct Mail Reminder for Regulated Facilities

‘The State Health Information Network of New York (SHIN-NY) Regulation requires Articles 28, 36, and 40 facilities to participate and share data with their
@ myData (Demo) local RHIO. More i i ing:

e To access your pat ient's oot e A e it v e

&) Perinatal Referrals

@ﬂ myAlerts (STAGING) @ APR6 UPDATE REGARDING VA AND DOD DATA

@ i Touse - ALLow

@ myAlerts (STAGING)

‘& (Onondaga County) Making a difference with information sharing and EMR interoperability

information, click on “Patient I e e i mamietsd et

ly ge y In New York State, regional HIE: provide high
data quality,

” [ 4 Reorder Appiications
O O u p Ify jional HIE, ionshi i benefits. If you are not connected to a regional HIE, you're

missing out on critical information that forms a complete picture of your patients. For more information about New York's regional HIEs and how they.




patient search CiearSearcnCrteri

Search Requirements:

« Last Name and Date of Birth
NOTE: If your organization or
collects consent through your + Patentlo
EMR do not follow this step. Reason For Search
Enter the value as directecrby
your EMR representative. PSS Eas )| Mamago Consont

Demographic Search
Last Name™ Gender

e There must be a Reason S
selected in order to execute a First Name Date of Birth*
search .

Street1 Street 2

City | State

* The reason automatically e
defaults to Treatment; however, Ly TR e
you can choose the Manage e

Consent option by clicking the _
down arrow Patient ID* ° Insurance Plan ID

Phone Number

Rests 100+ cance




patient search Cloar Search rteri

Search Requirements:
» Last Name and Date of Birth
You may search for the patient by < Patient ID
using either: Reason For Search
* Demographic Search where Last Search Reason* | Manage Consent
Name and Date of Birth are Demographic Search
required (identified with asterisks) -
Last Name™ Gender
* |dentifier Search by using the L — o
Patient ID which is the patient’s e
Hospital Medical Record Number it SR |
and is required for this type of City |

search (identified with asterisk)

Country ZIP Code
You can further refine your search .

by filling out the other data
elements, however they are not
requ ired Phone Number

Results ‘100 v Cancel

Patient ID* Insurance Plan ID '




capturing consent

. (Posothetns | TEST, PATIENT1 unknown 0110111951 (62 yrs) piec 03005154
* (Click Add Consent to b e b o el St

Capture the Consent ChOice You Do Not Have Consent To View This Patient's Data
indicated by the patient on , s

‘ou can access demographic information
the consent form for your e il

organization o e e

Consent Information
o Consent Informason.

¢ C(Click Submit to save the
consent choice

Cusreatly, the patient does nat allow you to access their record. You may Break the Glass” f this is gency or chang
patient’s data will be sudited

NOTE: The “Effective On” date

should reflect the date of the X
patient/legal representative’s

signature Consent Type™ | Yes

Effective On* | 05/21/2021 ‘ = J




capturing consent

Once consent is saved, the captured
value will be indicated by a green
check mark. @

* If consentis “Yes” you will be :
allowed to access the Summary ' AU BUENT, s e R nine
screen by clicking Back to List then =
clicking on the patient’s name

This Patient Has Declined Access To Their Data

You can manage consent
* |f consent is “No” you will see a CEm M-

screen stating that you do not have : e
consent to view this patient’s data -
and your access to the patient’s =
record is blocked

Yos

* |f consent is “Emergency” you will
be presented with the option to
Break the Glass for an emergency
situation if you have proper
security privileges




viewing consent
status

* When consent status is “Yes,” you
will automatically be directed to
the Summary screen after

TEST, PATIENT1 unknown 01/01/1951 (62 yrs) (HeC 1D 3905154)

searchmg and selecting the patient N
from Patient Lookup Resuts )

Date Name Source
09/19/72007 XRAY CHEST ONE VIEW SJA
ONLY

¢ Click on the More Patient
Information tab to view current

Social History (0) Attachmants (0) Vitals (0) ﬂmj

consent information T3 o i ey s ey




changing the consent
value to “yes”

* The consent value that is currently
active will be indicated by a green
check mark

* To change the consent value to
“Yes”, click the “+Add Consent”
button

e Then, from the dropdown menu
select “Yes” and input the effective
date and click “Save”

* The consent value has now been
changed to “Yes” and you will have
access to that patient’s records

Patientone, Test male 10/201953 (67 yrs) ec D so1220m
123 MAIN ST, ANYWHERE, NY 13367

This Patient Has Declined Access To Their Data

Consent In Effect: User Provider Group

You can manage consent
Consent Information

Consent Type Applied To Authoring Facility
Organization: HealtheConnections Group: HealtheConnections

Organization: HealtheConnections Group: HealtheConnections

Effective On

05-06-2021

10-29-2020

Expires On

Add Consent

Consent Type* I Yes

Effectve On"  05/06/2021

e




changing the consent
value to “no”

° The consent Value that |S Currently Other Information ~ Advance Directives ~ Consent  Faciliies  Insurance Info  NextofKin  PatientAliases  Providers  Support Persons
. . . . Gonsent In Effect: User Provider Group
active will be indicated by a green Consent nformation
Check mar‘k Consent Type Applied To Authoring Facility Effective On Expires On

Yes Organization: HealtheConnections Group: HealtheConnections 10-29-2020

* To change the consent value to 4 Consent
“No”, click the “+Add Consent” Addomay
button ConsentType"lNo

ErrecﬁveOn'@ij
e Then, from the dropdown menu
select “No” and input the effective
date and click “Save”

* The consent value has now been
changed to “No” and you will have
access to that patient’s records




minor-consented services
override

Patients under 18 years old can override parental/guardian
consent for a minor consented service if:

* The parent/guardian has not previously consented

* The parent/guardian has selected “Deny” or “Deny, Except Minor Consented Service Access Override
H 7
in an Emergency E.‘;T.é’é’ m’:‘:ﬁﬁmﬂﬂiﬁ"ﬂﬂmﬂﬁf!:&i’:&”ﬁm"ﬂ“m"mﬁﬁ”é:éf.ﬂ'&”ﬂ'ﬁi’é“:é’pﬁ'?ﬁ':ﬁ:é!""m"""’.,'..
T mu onfile.

([ laccept these terms and conditions (click continue)

You Do Not Have Consent To View This Patient's Data

Consent In Effect: User Provider Group

A minor cannot override a “YES” consent provided by a parent

or legal guardian This patient has consent data you currenty do not have access o view:
Overrides remain in effect ONLY for the duration of the visit and Yeu ““M‘I'f::::;:'a';'“' and.deingraphicinforination
expires upon logging out of your account. e

Parent/guardian shall never be provided information about
the minor-consented service or consent override unless
authorized by the minor.

Detailed instructions and policies surrounding this option are
provided on our website.



https://www.healtheconnections.org/who-we-serve/patients/minor-consented-services-override-access/

support options

HealtheConnections Support 24/7:

e  Email: support@healtheconnections.org

¢ Direct Email: support@hiemail.healtheconnections.org
e Phone: 315-671-2241 ext. 5

Contact Method Business Hours Off Hours

Phone Immediate Immediate

Voice Mail 2 hrs 4 hrs

e-mail 4 hrs Next Business Day

Others to support you:
*  Your RHIO Administrator
* If you do not know who your RHIO Administrator or Account Manager is,
contact support@healtheconnections.org

healtheconnections 29


mailto:support@healtheconnections.org
mailto:support@hiemail.healtheconnections.org
mailto:support@healtheconnections.org

support options

Training Materials

e Policy and Procedure for Authorized Users and Authorized User Training
Guide

e Additional materials and forms are available here.

myConnections:

 |If you forgot your password or have been locked out of your account,
click the “Reset password or unlock account” button.

e You'll receive an email from noreply@okta.com, which may go to your
Junk folder. If it is not in your Junk folder, contact our Support team at

support@healtheconnections.org

. Y -
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thank you!

support@healtheconnections.org
315-671-2241 x5
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